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Abstract

In this work, we provide a theoretical study of physical layer security (PHYLS)
performance in full-duplex (FD) small-cell networks. Here, the base stations (BSs)
and user equipments (UEs) follow from the homogeneous Poisson point process

(PPP)-based abstraction model.

First we consider the network where BSs serve a single user in one resource
block where PHYLS in both scenarios of HD and FD UEs are analysed and com-
pared. We derive the ergodic secrecy rate in both downlink (DL) and uplink (UL)
in presence of a field of passive eavesdroppers (EDs). To facilitate FD communica-
tions, we take into account (i) successive interference cancellation (SIC) capability
at the UE side via guard regions of arbitrary radii, and (ii) residual self-interference
(SD) at the BS side using Rician fading distribution with arbitrary statistics. We
study the affect of density of BSs and EDs in the FD mode and compare it to its HD

counterpart.

Next, we consider the case where BSs serve several HD single-antenna users at
the same time and frequency with assistance of multiple antennas. We investigate
the small-cell network PHYLS performance in the presence of a Poisson field of
EDs, under the different scenarios of passive and colluding eavesdropping. Consid-
ering linear zero-forcing (ZF) beam-forming in the multiple-input multiple-output
(MIMO) scenario, we characterize the UL and DL ergodic secrecy rates and derive
closed-form expressions for the different useful and interference signals statistics.
Moreover, we look into the impact of SIC and SI capabilities in the UE and BS side,

respectively.

Thereafter, we derive explicit expressions of the key performance indicators

3



using tools from machine learning. In particular, for certain special cases of interest,
we apply supervised learning-based non-linear curve-fitting techniques to large sets
of (exact) theoretical data in order to obtain closed-form approximations for the
different ergodic rates and ergodic secrecy rates under consideration.

Our findings, obtained from theoretical analysis and system-level simulations,
indicate that the FD functionality, in addition to enhancing the spectral efficiency
(SE), can significantly improve the PHYLS performance, especially with the aid of
multi-antenna communications and interference cancellation schemes. Finally, we
highlight several promising future research directions in relation to the outcomes
of this work, including the application of physical layer security and full-duplex

operation in the context of 5G networks and beyond.
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Chapter 1

Introduction

1.1 Background

1.1.1 Cellular Networks

Based on statistics, the mobile data traffic is expected to increase 49 exabytes per
month by 2021, equivalent to x7 grow by 2016 [1]. In order to account for this,
Telecommunication is now evolving to the next generation of cellular networks
(fifth generation (5G)) [2]. As one of the main features of 5G technology, the
concept of small-cell has emerged as a mean for increasing throughput as well as
decreasing power consumption [3,4]. Therefore reducing cell-size has emerged as
one of the key approaches for spectrum reuse which has already contributed to more

than x 1600 wider spectrum [2].

Figure 1.1: Cisco forecast of mobile data traffic by 2021.
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1.1.2 Full Duplex Operation

Legacy cellular networks have been designed and dimensioned according to a com-
plete separation of the transmit and receive functionalities (what is known as half-
duplex (HD) operation). Specifically, the transceiving of wireless signals, from the
base stations (BSs) to the user equipments (UEs) in the downlink (DL), and from
the UE to the BS in the uplink (UL), are either separated orthogonally in time or fre-
quency domain; two prominent examples include time-division duplex (TDD) and
frequency-division duplex (FDD) systems. A major motivation behind this design
and dimensioning approach has been to bypass the extra interference which arises
from the bi-directional wireless functionality, namely, residual self-interference (SI)
at each full-duplex (FD) transceiver, and mutual interference (MI) between the DL

and the UL modes of communications [5].

However, HD system has proved its inefficiently in supporting the rapid growth
rate of data. Therefore the concept of FD gained significant attention to further im-
prove or even double the spectral efficiency (SE). In a FD communication, the wire-
less terminals may transmit and receive at the same time and frequency band [6].
Therefore the performance of FD strongly depends on the interference cancellation
capability of transceivers [7]. There are three main interference sources introduced
by a FD communication. First, the SI from the transmit antenna to receive antenna
in a transceiver [5]. Second, the inter-cell or inter-user interference caused by the
simultaneous transmission of the UL mobile terminals in the same cell [8]. And
finally, the interference coming from neighbouring cell also known as called cross-
mode interference [9]. Recently, there have been major advances in the family of
techniques used to combat SI directly in FD mode, including any combination of
analog, digital, and spatial domain cancellation [10—12]. In addition, the MI, a main
limiting factor in large-scale adoption of FD functionality, can be effectively tackled
through applying interference management techniques such as successive interfer-
ence cancellation (SIC) [13], [14]. With the aid of advanced techniques for tackling
SI and M1, it has been shown that significant FD versus HD spectral efficiency (SE)

gains can be achieved in cellular networks [7,15-17]. The adoption of FD function-
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ality is considered particularly attractive for dense small-cell BS deployment in the
fifth generation (5G) cellular networks and beyond [18]. Follwoing above, small
cell wireless communications are proved to be particularly useful due to their low

transmit power, short transmission distances and low mobility of their UEs [19].

1.1.3 MIMO

One of the main technologies to account for the rapid growth of data traffic is
introduction of multiple-input multiple-output (MIMO) systems. The concept of
MIMO has emerged in the late 90s and was introduced to WiFi systems about
2006 [20] [21] and to the cellular networks shortly after [22]. In MIMO technology,
BSs are equipped with multiple antennas and therefore, are able to communicate
with multiple UEs simultaneously [23]. Unlike the traditional model where BSs
served users by orthogonalising the channel, MIMO enables them to achieve higher
rates and therefore increasing SE by serving more users in the same time and fre-
quency resource [24]. Therefore, the more antennas a BS has, the more degrees of

freedom it can provide and consequently a higher SE will be achieved [25].

Multiple works have investigated PHYLS in MIMO wiretap including [26—-28]
where the transmitter, receiver and EDs are equipped with more than one anten-
nas. Moreover, beamforming with artificial noise (AN) in MIMO was addressed
in [29] to compensate for imperfect channel state information (CSI). In [30] the af-
fect of power allocation between the transmitted information and AN on PHYLS for
multiple-input single-output (MISO) communication has been analysed. In [31] a
regularized channel inversion precoding for a network with multiple-antenna BS
and single-antenna UE system is proposed to maximise secrecy rate. In addi-
tion, [32] has looked into the importance of fading channels on secrecy performance
from an information theoretic point of view where average secrecy rate and secrecy
outage probability is introduced as performance metrics. Following this, [33] has
investigated the secrecy outage probability in a single-input multiple-output (SIMO)

with maximal ratio combining in a Rayleigh fading environment.
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1.1.4 Channel Fading Models

In our work we apply the most commonly used channels in literature to model

various channels. A brief description of each of these channels is given below.

Nakagami-m Fading: Nakagami-m distribution provides a flexible approach
for matching the empirical data. This channel also includes Rayleigh fading as a
special case [34]. In addition, Nakagami-m has been shown to be a very good fit for
modelling mobile radio channels in reality [35].

Rayleigh Fading: As mentioned above, small-scale fading or Rayleigh fading
is a special case of Nakagami-m fading. In the scenario where a large number of
multiple reflective paths exist and there is no line-of-sight signal component, the
envelope of the received signal can be statistically represented by a Rayleigh proba-
bility density function (PDF). Therefore in our work, we consider a great proportion

of our channels to follow Rayleigh distribution.

Rician Fading: The Rician fading is a good model for capturing the small-
scale fading when there exists a dominant stationary (non-fading) signal component
such as a line-of-sight propagation path. In this case, a random multipath compo-
nent arrives at different angles and superimpose on a stationary dominent signal.
Considering above, in this work, the residual SI channels are considered to follow

Rician distributed with arbitrary statistics.

1.2 Physical Layer Security

The mobile terminals are in nature more prone to interception in compare with their
fixed counterpart [29]. Conventionally, the security was addressed in higher layers
such as application layer in the Open System Interconnection (OSI) model [36].
This included the widely adopted security protocols based on cryptographic primi-
tives which required generating and managing of secret keys bringing a costly and
difficult challenge for large-scale network [37]. Therefore the PHYLS reappeared
as an effective additional method to ensure secure transmission in a simple and
inexpensive manner [38]. Today PHYLS is a de facto requirement for the safe-

guarding of wireless systems [39]. It is quantified by the difference in the useful
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and eavesdropping channel capacities, what is known as secrecy rate [40]. This
topic has received a great deal of attention in recent years, including the study of
PHYLS in the context of relays [41-43], cognitive radios [44,45], heterogeneous
networks [46], wireless information and power transfer [47], and cloud radio access

networks [48].

In [49] the PHYLS for DL using regularised channel inversion pre-coding has
been studied. The importance of cellular association and location information of

mobile terminals have been investigated in [50].

In addition, the Kuhn-Munkres (KM) algorithm has been implemented to find
optimal solution for overall secrecy capacity in cellular and device-to-device (D2D)
networks [51] while in [52] the interference generated by the D2D network is shown

to improve secrecy of cellular transmission.

Different aspects of security performance in large scale networks have been
studied in the past years including capacity [53, 54], coverage [55], connectiv-
ity [56,57] and percolation theory (where the secrecy of network under different sys-
tem parameters is studied) [58,59]. Moreover, the rate of secrecy capacity as a func-
tion of node’s density (scaling law) is investigated in [53, 60]. On the other hand,
multiple recent works have investigated the area SE of the successful transmission
of confidential messaging while imposing certain constraints of Quality of Service
(QoS) [61,62]. Therefore, while the scaling laws may explain the asymptotic be-
haviour of the network, the capacity analysis of security performance provides us
insights into the affect of different system parameters. Given that the locations of
the EDs are in most cases not known to the network, they can be modelled using
stochastic processes. There already exists a very rich literature on the design, mod-
elling, and analysis of large-scale wireless systems with random ED locations, see,
e.g., [62-65]. More recently, the impact of randomly-located cooperating (a.k.a.,
colluding) EDs has been investigated in [66]. Moreover, various techniques for im-
proving the channel of legitimate receiver and/or degrading the ED’s channel have
been proposed and investigated [67, 68]. For example, in [69] the ergodic secrecy

rate and secrecy outage in a multi-cell massive MIMO was investigated where the
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channel of ED was deteriorated with the help of AN while maintaining the channel
condition for legitimate users. Interference alignment as another approach was ex-
plored in [70]. In a later work, another popular technique as cooperative jamming
was investigated in [71] where a relay and the source transmit the jamming and

intended signal simultaneously to confuse the ED.

The concept of PHYLS was first studied by Wyner in 1970s [72]. In this sce-
nario, instead of protecting the data from decoding, the aim is to blind the ED from
extracting information. The classic model consists of three entities which is illus-

trated in Fig. 1.2

\0‘& ‘\6\ BOb
& ©
\e@&&
Alice n
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Figure 1.2: An illustration of physical layer security where the legitimate transmit-
ter, Alice, is sending sending signals to legitimate receiver, Bob, while
Eavesdropper Eve is attempting to overhear the source.

where the legitimate transmitter Alice is communicating over the main channel
to a legitimate receiver Bob while the ED Eve is able to intercept the signal from the
EDs’ channels [73]. Wyner has shown that if the ED’s channel (Cg) is degraded,
then Alice can transmit the confidential information (Cp) with a positive secrecy

rate of (Sg) [74]:

Sp=[Cp—Ci]™ (1.1)

In the following chapters, we use the above formula to calculate the average

rate for our receiver to receive the data securely.
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1.3 Tools and Techniques

1.3.1 Stochastic Geometry

Conventionally, The deterministic grid-based model, also known as hexagonal
model, was used to simulate the large-scale cellular networks. However, in practice,
the grid model is an optimistic measure of network performance, as the location
of BSs do not follow this framework in reality [75]. In this model, some of the
important characteristics of the network including nodes density and mobility are
ignored. Recently, Stochastic geometry has been introduced as a useful tool for cap-
turing these network’s behaviour and therefore has been taking over the traditional
grid-based model. Gilbert’s paper in 1961 could be considered as the pioneer work
where the connectivity of large scale wireless network has been analysed by tools of
stochastic geometry [76]. However the increasing trends of studies on the subject
has started only by 2000. For example, the recent works in [77-79] have shown
that stochastic geometry may well represent the deployment of heterogeneous cel-
lular networks (HCNs) which allows us to derive analytical results on important
problems [80].

In simple words, as the network’s behaviours varies at each moment, stochastic
geometry observes the snapshots of different realizations of the network, and gives
a probabilistic analysis of its performance metrics. If the considered random model
is ergodic, one can calculate the spatial averages in order to capture the underlying
dependencies of network’s elements such as connectivity and stability. (The ”spatial
average” refers to the mean taken over a large sample of nodes that follow a certain
distribution [81]).

As a part of this powerful tool, it is common to model the uncertainty of loca-
tions of nodes according to a point process and in particular, a Poisson point process
(PPP) [82—84] which is described as follows.

Poisson Point Process (PPP): A point process framework which helps to over-
come the limits of Wyner’s model when addressing topological randomness. In this
approach, the network is modelled as a collection of nodes representing transmit-

ters and receivers in a two-dimensional space. Depending on the network, these
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nodes may denote BSs, mobile terminals or access points of a WiFi mesh and so
on. Moreover, the location of these nodes are not deterministic but subject to a cer-
tain randomness [85]. It is important to note that, unlike mobile users, it may seem
less reasonable to model the location of BSs as a point process due to their fixed
nature. However, the recent studies have shown that results derived by the point
process are extremely close to the real deployment of 4G cellular network [86] and
in particular, large scale networks. Furthermore, implementing point process en-
ables us with more tractability in analytical results compared with the traditional
models.

If a PPP is homogeneous, it implies that the density of points is constant as
well as stationary. This feature brings useful computational advantages which we
will use in the next chapters.

Slivnyak’s Theorem: If the distribution of our points follow a PPP, this im-
plies that we may carry out the analysis for any of the points in our data set and their
characteristics would remain unchanged. This phenomenon is known as Slivnyak’s
theorem [84,85,87]. In the following chapter we consider this node to be the origin
in order to simplify the analysis.

Probability Generation Functional (PGFL): PGFL for finite point processes
was initially introduced by Moyal in 1962 [88]. This theorem which is described
below, enbales us to simplify expectation of a product to an exponential function.

Let ¢ be a PPP with density A and f(x) : R* — [0, 1] be a real value function. Then:

E{J]f(x)}=exp (—A /R (1 —f(x)dx)) (1.2)

XEP

1.3.2 Supervised Learning

Supervised learning is the machine learning task of creating a dependency between
the actual data and training data [89]. Given a set of labelled (known) data set,
supervised learning technique attempts to find a function such that it captures the

dependency of data as well as minimising the errors in predicting new data. Consid-
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ering above, one of the popular methods of supervised learning is the curve-fitting
technique which we leverage in our work in order to find closed-form expressions
in certain cases of interests.

Curve Fitting: Curve fitting is a supervised learning technique, where we
utilise large sets of (empirical) data in order to obtain explicit analytical expressions.
This is particularly useful for drawing insights into the performance of a cellular
network, where in general, closed-form expressions do not exist. In this technique,
a linear or non-linear curve is placed through the scatter points in the most fitted
approach. The fitness of this curve can be measured through different variables
including the logarithmic form where root-mean-square-error (the square root of
the arithmetic mean of squared values) (RMSE) and variance (the expectation of
the squared deviation of a random variable from its mean) as two metrics for error

measurements are calculated and minimised.

1.4 Thesis Overview

Considering the evolving application of wireless networks and the great importance
of PHYLS, the main focus of our research is on analysing and improving PHYLS

in the wireless cellular networks which is structured as follows.

1. As described in Chapter 2 we begin by investigating the PHYLS performance
in a large-scale FD cellular network in presence of a field of EDs whose lo-
cations are not known to the network. In this chapter, the BSs are operat-
ing in FD mode with one transmitting and one receiving antenna and there-
fore, serving one user in each resource block. In addition, EDs are equipped
with single antenna and not cooperating with each other. Considering this
model, we study the PHYLS performance of both HD and FD UEs with and
without SIC capability. We also consider the case where BSs and UEs ap-
ply SI cancellation techniques to mitigate the affect of interference. Using
stochastic geometry tools, we mathematically model the network including:
interference, channels and the received signal-to-interference-plus-noise ratio

(SINR) at the receiver. Accordingly, we derive the average secrecy rate for
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various cases as a measure of PHYLS performance. In the end, we simulate
and confirm our mathematical results for our receivers in both cases of HD
and FD UEs where we explore the impact of density of EDs as well as BSs

on the security performance.

. In chapter 3 we expand our analysis to the case where BSs are equipped with
multiple antennas. Benefiting from MIMO technology and applying beam-
forming techniques, BSs are able to serve up to a certain number of UEs
simultaneously. Here, due to the limited power of UEs, they are considered
to operate in HD only. Next, we look into both cases of colluding and non-
colluding EDs with single antennas. In the passive scenario, we derive ex-
plicit expressions for the average secrecy rate at UEs and BSs. However in
the colluding case, we derive this measure as a bounded expression. Next we
investigate the impact of different parameters of the network on the secrecy
rate including: 1) the number of receive and transmit antennas at the BSs 2)
the number of serving UEs per resource block in UL and DL and 3) density

of UEs. Further investigation and its result is also given in the appendix.

. In the final chapter of our analysis we apply curve-fitting techniques in order
to derive closed-form expressions in special cases. For the sake of simplify-
ing the non-linear curve-fitting process, we consider the case where each BS
serves a single user only — whilst we elaborate on the possible extension to
multi-user MIMO. Moreover, we introduce two parameters of R-squared and
Variance for measuring the goodness of fit for our approximations. We assess
the performance of these explicit closed-form approximations for the key per-

formance indicators against empirical data for all cases under consideration.
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Chapter 2

Baseline SISO System Secrecy
Performance under Passive

Eavesdropping

2.1 Introduction

Recently, many works have analyzed the PHYLS performance in different wireless
networks, such as the study of the achievable secrecy rate in the presence of artificial
noise [90], relay wiretap channel [91], and with colluding EDs [92], [93]. Most
works in the literature, however, study conventional HD systems. With increasing
number of users and data rate demands, FD communications, has become a topic
of interest [7]. In FD systems, DL and UL occur over the same RF resources;
hence, the spectral efficiency can be improved depending on the severity of the

added interference [5], [94].

Motivated by the above, in this chapter, we provide a unified theoretical frame-
work for the study of the ergodic secrecy rate performance in FD small-cell net-
works where the location of EDs are not known to the network. We study the
PHYLS performance of a large-scale single-user cellular networks under the homo-

geneous PPP-based abstraction model of BSs and UEs.
We first consider the general case where the HD UEs may be capable of per-

forming SIC through imposing guard regions of arbitrary radii when modelling the
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UE-UE interference. Moreover, the EDs are assumed to be non-colluding and their
locations to follow PPP model. Then we consider the FD case for UEs as well as
BSs which are equipped with SI cancellation capability. By leveraging on the tools
from stochastic geometry theory, we model the received signal, interference chan-
nels and SINR at the destination using Shannon capacity theorem. Accordingly,
we derive explicit expressions for the DL and UL ergodic secrecy rates, with the
statistics of the different useful and interference signals given in closed-form.
Through our mathematical results and Monte Carlo (MC) simulation, we study
the impact of density of EDs with respect to the FD base stations in both scenarios
of FD and HD UEs. We also investigate the affect of implementing SIC and SI
cancellation schemes on the secrecy rate performance. Using our results, we build
the fundamentals for our next chapter where we expand our system model to a more

complex scenario of multi-antenna FD BSs with MIMO technology.

2.2 System Description

2.2.1 Network Topology

Here, we consider a large-scale FD cellular network where the BSs and mobile
UEs are deployed according to independent stationary PPPs ¢; and ¢, with spatial
densities A; and A, respectively. The locations of the EDs are not known to the
network, therefore in this work, they are modelled according to a homogeneous
PPP ¢, with spatial density A, [48,62]. Moreover, the EDs are considered to operate

independently which means they do not exchange their observations [92,95].

2.2.2 Cellular Association

By invoking the Slivnyak’s theorem [85], we perform the DL analysis for a typical
FD UE o considered to be located at the centre. Let [ € ¢y, k € ¢, and e € ¢,
denote the locations of the BS [, UL UE k, and ED e, respectively. We consider
the cellular association strategy based on the maximum received SINR [96]. For
single-tier deployments, this is equivalent to cellular association based on the clos-
est transmitter-receiver distances [83]. Mathematically, the tagged BS of the refer-

ence DL UE o satisfies b = argmin(r;,),! € ¢4, where r;, = ||l — 0| denotes the

27



Euclidean distance. The UL analysis, on the other hand, is carried out at the tagged
BS b with respect to the signal of an arbitrary UL UE i. It should be noted that due
to the cellular association procedure, the scheduled UEs locations are inherently
correlated [97]. Here, conditioning on the spatial constraints, we assume that the
set of scheduled UEs follows from a stationary PPP [98,99]. Further, we consider
the most malicious EDs in the DL and UL, respectively denoted with v and ¢, which

receive the strongest SINRs [41].

2.2.3 Fading Channel Model

Let p; and p, denote the BS and UE transmit powers, respectively. The DL channel
gains from the BS [ at the UE k and ED e are g;; and g, ., respectively. Further,
we denote the UL channel gains from the UE k at the BS [ and ED e using 7y
and Ay ., respectively. The cross-mode channel gains from the BS [ at the BS b,
and from the UE k at the UE o are represented using £, ;, and gy ,, respectively. In
addition, the residual SI channel gain at the BS b is denoted with Ay, ,. Similarly,
the residual SI channel gain at the UE o is denoted with g,,. The residual SI
channels are Rician distributed with independent and identically distributed (i.i.d.)
€N (u,Vv?) coefficients. Accordingly, the channel power gain parameters can also

be approximated using Gamma (k, 6) where [100]:

K e @
and
2, .2V, 2
02 M (2.2)

(u2+72)"

All other channels are considered to be Rayleigh distributed with i.i.d. elements
drawn from ¢.47(0,1). In addition, the additive white Gaussian noise (AWGN)
with variance 62 is considered at all receivers and we utilise the unbounded path-

loss model with exponent o > 2.

2.2.4 SINR Formulation
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FD BS FD UE ED ED Link Intended Link Interfering Link

Figure 2.1: Illustrative example of a two-cell full-duplex setup where in each a
BS and UE communicate in FD mode in the presence of an ED. The
intended, interfering, and eavesdropping links are captured in the dia-
gram.

Before proceeding with the characterisations of the SINRs, we provide a sample
diagram of the system under consideration for illustration purposes in Fig. 2.1.
Here, we have two cells where in each a BS and UE communicate in full-duplex
mode in the presence of an ED. As it can be seen from the diagram, there are
intended, interfering, and eavesdropping links that need to be taken into account

when formulating the SINRs.

The SINR in the DL at the UE o can accordingly be written as

X,
b= d,d u,d . 0,0 (23)
L+1,° +1;° + o2

where X, = pdgbprb_g‘ is the intended received signal power (from the serving BS),
Iff 4 — Yico\ (b} pdgljorfoa is the inter-cell interference (from the transmitting BSs),
I A4 Y keo, puhkﬁr,;g‘ is the cross-mode interference (from the transmitting UEs),

I = p,g¢ is the residual SI (from the bi-directional operation) and 6 is the noise
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variance.
The received SINR in the UL at the BS b with respect to the signal from an

arbitrary UL UE i is given by

X.
%FD - u,u d,u : i (24)
P+ 1+ o}

where X; = p,h; r;bo‘ is the intended received signal power (from the reference UE),
[ = Lico, Puhk,b’”;;g, with ¢, denoting the set of outer-cell scheduled UL UEs, is
the inter-cell interference (from the transmitting UEs), Il-d M= Yico,\ (b} Pagipr i
the cross-mode interference (from the transmitting BSs), Iii = py8&b.p 18 the residual
SI (from the bi-directional operation), and 61-2 is the noise variance.

The received SINR in the DL at the most malicious passive ED v is given by

X

D e

YD = max (2.5)
v = (Ig”d +Izld+cez>

where X, = pdgb’erb_’g is the intended received signal (from the serving BS), Ig A
Yico, pdgl’erl_’ea is the inter-cell interference (from the transmitting BSs), I; -
Y keg, Pu hkjer,;e“ is the cross-mode interference (from the transmitting UEs), and
o2 is the noise variance.

The received SINR in the UL at the most malicious passive ED is given by

X
Y0 = max 7 (2.6)
e€fe \ I + 1" + 02

where X, = puh@er; & is the intended received signal (from the reference UE), =
Yked, puhk,er,;g is the inter-cell interference (from the transmitting UEs), If "=
Yicp, Pd gl7erl_7€°‘ is the cross-mode interference (from the transmitting BSs), and 662
is the noise variance.

Note that the EDs’ SINR expressions in this work correspond to the case where
the EDs have no information regarding the codebook of UEs and BSs. However,

the analysis can be modified to capture other scenarios (e.g., by removing certain
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interference terms from the EDs’ SINRs) [101].

2.3 Analysis

In this section, we study the PHYLS performance in FD small-cell networks under
with a field of passive EDs. Note that the ergodic rates (in b/s/Hz) of the reference
DL and UL UEs, o and i, over two resource blocks, are given by C5P = 2E[log, (1 +
¥EP)] and CFP = 2E[log, (1 + ¥P)] in FD mode, and CHP = E[log, (1 + ¥}P)] and
CHD = E[log, (1 + ¢/P)] in HD mode, respectively. Similarly, the ergodic rates (in
b/s/Hz) of the most malicious DL and UL EDs, v and ¢, over two resource blocks,
are given by CI'P = 2[E[log, (1 + %P)] and CtP = 2E[log,(1 + ¥ P)] in FD mode,
and CH° = E[log, (1+ 7P)] and CHP = E[log, (1 +¥IP)] in HD mode, respectively.

Remark 1.According to Jensen’s inequality, E[max(X,Y)} > max{E{X },E{Y }|
the bounded DL and UL ergodic secrecy rates (considering FD BSs) are respec-
tively given by SEP = [CEP — CFP]* and STP = [CFP — CFP)*. Similarly, in the case
of HD operation, the bounded DL and UL ergodic secrecy rates are respectively

given by SHP = [CHIP — CHD]T and SHP = [CcHD — cHD]+

2.3.1 User Equipments

We proceed by deriving explicit expressions for the DL and UL UEs ergodic rates.
Note that the DL MI is characterized considering the UEs may be capable of per-
forming SIC. In order to capture performance for general cases, we consider an

exclusion region of radius € when modeling the UE-UE interference [102].
Theorem 1. The DL ergodic rates (in b/s/Hz) of the useful UE o in the FD and

HD small-cell networks over two resource blocks are given by

0 =

|
7 ({eXp (-503) Lyuls\ Zyels\ 2y [ﬂ}s:wa) v

0 d

-rexp (—mwAqr?) dr (2.7)
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and

Pd

HD 27'57%/ /0 1—|-’y< exp( SG)X H}yr“)

.dyrexp (—nldrz) dr (2.8)
where
2 2 5
.iﬂlg,d [s] = exp (—n?tdrz (zFl (1, —a; — a; —%) — 1)) (2.9)
and
2 2 spy
,%g,d[s] =exp (—n),dez (2F1 (1,—5;1 - a;— ﬁx ) — 1)) (2.10)
and

Froo(s) = (1+spud) ™~ @.11)

Proof: See Appendix A.

Remark 2. The guard region radius € in the MI expression in (2.10) can be set
by design or through measurements based on the SIC capability at the UE side. In
particular, € = 0 corresponds to the worst-case without SIC capability.

Theorem 2. The UL ergodic rates (in b/s/Hz) of the useful UE i in the FD and

HD small-cell networks over two resource blocks are given by

FD 47‘[%11
KRGy / /0 11y eXP —507') L8] Lo [S]i”i[S]}S:ﬂdy

i
Pu

rexp( AAqr*) dr (2.12)
and
P50 b b (e Caed L)
-dyrexp (—mAyr*) dr (2.13)
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where

2 2 spy
Lypals] = exp (—nxdrz <2F1 (1,—5;1— =R ) - 1)) (2.14)

and

I

1

_2 2
Zauls] = exp <_7T7Ld<spd)g‘r(1 a)r(1+a)> (2.15)

and
Lils] = (14+5pys0)"". (2.16)

Proof: See Appendix B.

Remark 3. The Rician fading distribution parameters ¢ and v in the residual
SI expression in (2.15) can be tuned by design or measurements to capture the SI
cancellation capability at the BS side. For example, v = 0 and u = 0 correspond to

perfect SI removal and non line-of-sight (NLOS) SI, respectively.

2.3.2 Passive Eavesdroppers

Next, we derive explicit expressions for the ergodic rates of the most malicious
passive EDs in the DL and UL. Note that in this case the EDs act independently (do
not exchange information).

Theorem 3. The DL ergodic rates (in b/s/Hz) of the most malicious passive ED

v in the FD and HD small-cell networks over two resource blocks are given by

2~
CFD _ /
V) o 14y

(1 —exp (—2%?@ /Ooo [exp (_chz) ,%g,d [s],ﬁflg,d [s]} pa dr)) dy (2.17)

S=—

Pd

and

1 < 1
CHD _ /
VT m2) o 117
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Pd

(1 —exp <—27r7te /oo [exp (—soy) Laas|Lya [s]] e rdr)) dy (2.18)
0 v v s="

where

SIS}

r(1—-2)r(1+2
,Z?;zvd[s]:exp (—ﬂld(spd) (1-2)I( “)> (2.19)

(1)

and

Qv

2 2
.Zlg.d [s] = exp (—n/ld (spu)eT (1 - a) r (1 + a)) : (2.20)
Proof: See Appendix C.

Theorem 4. The UL ergodic rates (in b/s/Hz) of the most malicious passive ED

¢ in the FD and HD small-cell networks over two resource blocks are given by

CctP = 2 /oo ! X
¢ " mQ2)Jo 1+y

(1 —exp (-27:18 /O ) {exp (~562) Lypals) L als) }s—ﬂ r dr)> dy (2.21)

T pbu

and

1 * 1
cHD _ /
< T2 117"

(1 —exp (—271'/16 /Ooo {exp (—s07) Lypu[s| L auls] }rﬂ r dr)) dy (2.22)

c =
Pu

where
2 2 2
Luuls] = exp (—ﬂld (spu)aF<1 —a> F(l —|—a>) (2.23)
and
2 T(1=2)T(1+2
Zjaus] = exp (_ﬂ%d (spa)® ( 011)(1)( a)> : (2.24)

Proof: See Appendix D.

34



2.4 Numerical Results

We provide several numerical examples in order to assess the PHYLS performance
of FD and HD small-cell networks in the presence of a Poisson field of EDs. The
spatial density of the small-cell BSs is set to be Al = % per km?. The (per-user)
BS and UE transmit powers are kept fixed at p; = 23 dBm and p, = 20 dBm,
respectively. The noise spectral density at all receivers is —170 dBm/Hz and the
total system bandwidth is W = 10 MHz. The MC simulations are obtained from
20 k trials in a circular region of radius 10 km. Note that all results correspond
to the per-user ergodic secrecy performance over two resource blocks. In the FD
small-cell network, the DL and UL run simultaneously, whereas in the HD small-
cell network, the DL and UL occur over different resource blocks. Furthermore, in
the FD system, we take into account different interference cancellation schemes. In
particular, in the DL, we consider the cases with and without SIC capability at the
UE side. Moreover, in the UL, we capture the performance under different perfect

SI cancellation.

2.4.1 Impact of the Eavesdroppers’ Density on HD UEs

Here, we study the impact of the EDs’ spatial density on the small-cell network
in case of DL and UL PHYLS performances under a PPP-based abstraction model
of passive EDs. As illustrated in Fig. 2.2, the ergodic secrecy rate decreases with
increasing the density of EDs in compare with BSs. In addition, the performance
gain difference between FD and HD increases in a field with denser number of EDs.
This is due to the fact that EDs in the FD suffer from a greater channel degradation
caused by extra interference in small-cell netwroks than the HD counterpart. On
the other hand the HD BS in the UL benefits from a higher security gain in compare
with its FD counterpart. This is due to the extra SI caused on the BS side which is
the reason for the difference to become negligible via SI cancellation capabilities.

Note that the MC results confirm the validity of our proposed theoretical framework.

2.4.2 Impact of the Eavesdroppers’ Density on FD UEs
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Next, we proceed by investigating the affect of EDs’ spatial density on both FD
BSs and UEs in the small-cell network. As Fig. 2.3 illustrates, in this scenario
the PHYLS in DL also benefits from a better gain in the FD mode than HD with
a denser field of passive EDs. Similarly, employing SIC on the UE side improves
the FD versus HD PHYLS performance. It is important to note that, changing the
UEs operation mode from HD to FD, does not affect the ergodic secrecy rate in the
UL. This is due to the fact that the latter case does not cause any extra interference
on the BSs side and therefore the UL SINR remains unchanged. Similarly, the MC
results confirm the validity of the proposed theoretical framework.

In general, FD operation at the UE side may be unrealistic, at least in the
short term. Existing devices typically are battery-constrained, as a result having
self-interference cancellation and successive interference cancellation may be chal-
lenging. The devices when at the cell-edge also may perform really poorly in the
presence of mutual-interference from other FD UEs. The results presented in the
figures in this section confirm this trend. Please note that given the interference-
limited nature of emerging small-cell deployments, changing the SNR does not
affect the underlying trends observed here (we have used state-of-the art parameters
for the noise floor figure and transmit power of BSs and UEs throughout this thesis).

In this next chapter, we extend the results of this chapter to cases with MIMO

communications and colluding eavesdroppers.
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Figure 2.2: Impact of passive EDs’ spatial densities on the small-cell network with
FD BSs and HD UEs PHY-layer security performance. System param-
eters are: Ay = % km~2, A, = Az km™2, pa =23 dBm, p, =20 dBm,
W =10 MHz, 62 = 62 = 67 = 62 = —170 dBm/Hz, a = 4.
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2.5 Conclusions

In this chapter, we studied the PHYLS performance in a FD cellular network with
a field of passive EDs. The BSs, UEs, and EDs were modelled according to the
PPP-based abstraction model. First, we investigated the basic scenario where the
BSs operate in FD mode but UEs are equipped with single antennas and therefore
transmitting and receiving in separate resource blocks. Next we expanded the case
to the scenario where UEs operate in FD mode as well as the BSs. We derived
explicit expressions for the secrecy rate in the DL and UL scenarios. Moreover,
we explored the affect of SI cancellation scheme on the BS side as well as the SIC
capability of UEs. The proposed framework was utilized to study the FD versus
HD secrecy rate gain. Our findings indicated that the FD operation allows for sig-
nificant improvements in the secrecy rate, particularly through adopting advanced
interference cancellation schemes. In addition to above, it has been shown that the
FD mode has negligible affect on the secrecy rate in the UE side. In the next chap-
ter, we will extend our work to the multi antenna scenario, where BSs are capable
of serving more than one user at the time by employing MIMO technology.

The findings of this chapter can also be extended in other ways. One promis-
ing approach is to look at full-duplex cell-free systems where many access points
(typically with single-antennas) can be jointly utilised to serve many users at the
same time with the aid of user-centric cellular association. The use of cooperation
can significantly improve the physical layer security given the links will add a lot of

robustness, increasing the ergodic secrecy rates.
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Chapter 3

MIMO System Secrecy Performance
under Passive and Colluding

Eavesdropping

3.1 Introduction

The emergence of FD provides a new paradigm concerning all aspects of wireless
system design, including PHYLS performance. This topic has been studied in the
recent literature (see, e.g., [103] and the references therein). In [104], a new solu-
tion for improving the secrecy capacity using FD transceivers which perform joint
reception and jamming was proposed. The work in [104], as well as other related
papers such as [105], were based on a deterministic single-cell setup. On the other

hand, the PHYLS performance in large-scale FD systems is not well understood.

As an extension of the previous chapter, we consider a large-scale small-cell
network where the FD multi-antenna BSs benefit from MIMO technology to im-
prove the received SINR at both sides. In this scenario, due to the limited power
of UEs, we consider the single-antenna UEs to operate in HD mode only. Simi-
lar to the previous chapter, the FD BSs and HD UL UEs are deployed based on

homogeneous PPPs ¢, and ¢, with spatial densities A; and A, respectively.
In the UL, each FD small-cell BS, is equipped with N, transmit and N, receive

antennas (N; + N, radio-frequency chains in total), which is considered to simulta-
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neously serve K; DL and K,, UL HD single-antenna UEs per resource block. Note
that the assumption of HD UEs is made due to the inherent restrictions of the legacy
devices [106], otherwise, the framework can be readily extended to the case of FD
UEs [107]. Similar to the previous chapter, the locations of the EDs are generally
not known to the network, therefore they are modelled according to a homoge-
neous PPP ¢, with spatial density A, [48,62]. Moreover, we consider the different
scenarios where the (single-antenna) EDs are operating independently and cooper-
atively [66]. Note that with obvious adjustments, the HD system, where the DL
and UL occur over different resource blocks, can be described. Applying stochastic
geometry tools and considering linear zero-forcing (ZF) beamforming, we charac-
terize the SINR distribution at the reference BS, UE, the most malicious ED and the
total sum in the colluding case. Accordingly, we develop explicit expressions for

the secrecy rates in both UL and DL of the FD cellular network.

3.1.1 Cellular Association

Following the same procedure and notations as chapter 2, we consider the cellular
association according to the strongest SINR which in our system model is equivalent
to cellular association based on the shortest transmitter-receiver distances [83]. Fur-
ther to our previous assumptions, in the case of collusion, we consider the coopera-

tive EDs are capable of optimally combining their eavesdropping signals [108,109].

3.1.2 Beamfomring Design

In this work, we employ linear ZF beamforming for suppressing intra-cell in-
terference in both DL and UL directions of communications [110]. Let G; =
[ng,j]ng i<k, € ¢KaNa denote the collective DL channels from the BS [ to its Ky
DL UEs. At the BS /, the linear ZF precoding matrix V; = [v; j]1<j<k, € €"Ka,
E[[|lvs;]] =1, is selected equal to the normalized columns of G, = G;'(GZG;)_] €
¢NeKa Moreover, let H; = [h illi<j<k, € ¢NuKu represent the collective UL chan-
nels at the BS [ from its K, scheduled UL UEs. At the BS [, the linear postcoding
ZF matrix W, = [wh JT_; g € €%N E[||w;,|[*] = 1, is selected equal to the nor-

malized rows of H;” = (H;Hl)_lH; € ¢Kulu,
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3.1.3 SINR Formulation
The received SINR (considering FD BSs) in the DL at the UE o under linear ZF

precoding is given by

D_ Xo
44ty 62

(3.1

where X, = pa|gp oVb.0 |2r;g‘ is the intended received signal power (from the serving
BS), 149 = Yico\ (v} Pall81oV1 Hzrl_ﬂa is the inter-cell interference (from the trans-
mitting BSs), I = Ykeo, pu|hk70|2r,;g‘ is the cross-mode interference (from the
transmitting UEs), and 672 is the noise variance. The linear ZF precoding vector Vbo
is selected in the direction of the projection of g;, , on the (N; — K; + 1)-dimensional
nullspace spanned by the multi-user interference. Hence, the distribution of the
intended channel power gain is given by G, = \gb70vb70|2 ~9(N;—Ky;+1,1)
[111,112]. With the assumption that the other BSs precoding matrices have inde-
pendent columns, the channel power gain from each interfering BS is interpreted as
the aggregation of multiple separate beams from the projection of g; , onto the one-
dimensional precoding vectors. Based on this assumption, the inter-cell interference
channel power gain distribution is given by G;, = [|g; , V1 |?> ~%(Ky,1). Moreover,
the cross-mode interference (from the single-antenna UEs) channel power gain dis-
tribution is given by Hy , = |hy o[> ~ %(1,1).

The received SINR (considering FD BSs) in the UL at the BS b with respect to

the signal from an arbitrary UL UE i under linear ZF postcoding is given by

X.
I T (32)
L7+ L+ 1+ o

where X; = pu\winhl-vb[zrifb“ is the intended received signal power (from the ref-
erence UE), I"" =Y, _ o pu\wzbhk7b]2r,;£‘, with @, denoting the set of outer-cell
scheduled UL UEs, is the inter-cell interference (from the transmitting UEs),
Iid M= Yico,\ (b} deWZbGl,bVl ||2rlfb0‘ is the cross-mode interference (from the trans-
mitting BSs), I! = py||w!, Gp, »V,||? is the residual SI (from the bi-directional oper-

ation), and Giz is the noise variance. Considering linear ZF postcoding, the intended
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channel power gain distribution is given by H;, = ]wiT,bh,-ﬁ]z ~9(N,—K,+1,1).
Moreover, the inter-cell interference (from the single-antenna UEs) channel power
gain distribution is given by Hyj, = |nghk,b|2 ~ %(1,1). By invoking the as-
sumption of independent (column-wise) outer-cell precoding matrices, the cross-
mode interference (from transmitting BSs) channel power gain distribution is given
by Gy = ||wgbG171,Vl||2 ~ 4 (Ky,1). Furthermore [100], the residual SI channel
power gain over the multi-user MIMO Rician fading channel can be approximated

as Gpp = ’|WZbi,be!|2 ~ 4(K,0) where

S Ky(Nut 1) (Ng—Kg+2) (u24+v?) (33)
(2NuNd+Kd(A;\”}u;ff1+2)(NuNd—Nu—Nd—l)),u.4+(N,,+l)(Nd+1)v2(2u2+v2)
and
)2 <2NuNd+%(NuNd—Nu—Nd—l) P (Nt D) (Ng+ 1)V (202 42) o

(Nut1)(Ng—Ky+2) (12 +v?)

The received SINR (considering FD BSs) in the DL at the most malicious

passive and colluding ED v are respectively given by

X

D e

yI = max 3.5
=TS <I§l’d FI ag>

and

Xe
YED - Z <Id,d ) (3.6)

ecP. +Ig’d+G€2

where X, = pyl|8p o Vb.e |2r, % is the intended received signal (from the serving BS),

o

d,d —
Ie - Zl€¢dpd||gl,evl||2rl7e

BSs), I A4 = Y keg, Pu |hk,e|2rk*:‘ is the cross-mode interference (from the trans-

is the inter-cell interference (from the transmitting

mitting UEs), and o2 is the noise variance. The channel power gain distribu-
tions are given by Gp, , = ||gb’evb7e||2 ~9(1,1), G, = ||gl7eVl||2 ~ 9 (Ky,1), and
Hie = [hie|* ~9(1,1).

The received SINR (considering FD BSs) in the UL at the most malicious
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passive and colluding ED c are respectively given by

7P = max ( Xe ) (3.7)

e\

and

D Xe
- L (i)
where X, = pu\ho,e|2r0_7 & is the intended received signal (from the reference UE),
I = Yieo, pu|hk7e|27’,;g is the inter-cell interference (from the transmitting UEs),
= Yo, Pa |l g,’eV1||2rl_7€a is the cross-mode interference (from the transmit-
ting BSs), and 67 is the noise variance. The channel power gain distributions are
given by Ho e = |hoe|* ~ 9(1,1), Hie = |he|* ~9(1,1), and G = ||g; Vil|* ~
G (Ky,1).

Note that the EDs’ SINR expressions in this work correspond to the case where
the EDs have no information regarding the codebook of UEs and BSs. However,

the analysis can be modified to capture other scenarios (e.g., by removing certain

interference terms from the EDs’ SINRs) [101].

3.2 Analysis

In this section, we study the PHYLS performance in FD small-cell networks under
both scenarios of passive and colluding eavesdropping. Note that the ergodic rates
(in b/s/Hz) of the reference DL and UL UEs, o and i, over two resource blocks, are
given by CiP = 2E[log, (1 + 1P)] and CI'P = 2E[log, (1 + 1P)] in FD mode, and
CHD = Ellog, (1 + ¥IP)] and CHP = E[log,(1 + ¥1P)] in HD mode, respectively.
Similarly, the ergodic rates (in b/s/Hz) of the most malicious DL and UL EDs, v
and c, over two resource blocks, are given by C'° = 2E[log,(1 + %P)] and CIP =
2E[log, (14 9EP)] in FD mode, and CHP = E[log, (1 +¥P)] and CHP = E[log, (1 +
yHAD)] in HD mode, respectively.

Remark 1. Note that through invoking the Jensen’s inequality, E[max(X,Y)} >
max{E{X},E{Y}], the bounded DL and UL ergodic secrecy rates (considering FD
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BSs) are respectively given by SEP = [CFP — CFP]* and STP = [CFP — CEP)*. Sim-
ilarly, in the case of HD operation, the bounded DL and UL ergodic secrecy rates

are respectively given by SIP = [CIP — D]+ and SHP = [cHP — cHD+,

3.2.1 User Equipments

We proceed by deriving explicit expressions for the DL and UL UEs ergodic rates
under linear ZF beamforming. Note that the DL MI is characterized considering
the UEs may be capable of performing SIC. In order to capture performance for
general cases, we consider an exclusion region of radius € when modelling the UE-

UE interference [102].

Theorem 1. The DL ergodic rates (in b/s/Hz) of the useful UE o in the FD and

HD small-cell networks over two resource blocks are given by

cm_ 4md (—s)" d"
//o T+y no{ o qy O (505) Zgalsl Lyuals] o

-dyrexp (—mAgr?) dr (3.9)

and

2y [ [ 1 [N (=g @
HD __ d —sG2
Co _ln(Z)/o /0 I+y fb{ o P SG")%“’[S]}SZW

Pd

- dyrexp (—mAyr?) dr (3.10)

where

2 2 5
L4als] = exp (—mdrz (2F1 (Kd, ——i1- —%) _ 1)> 3.11)

and

Luals] = exp (—ﬂKMdSZ <2F1 <1 _2 11— z;—sﬂ> — 1)> : (3.12)

o &“

Proof: See Appendix A.
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Remark 2. The guard region radius € in the MI expression in (3.12) can be set
by design or through measurements based on the SIC capability at the UE side. In

particular, € = 0 corresponds to the worst-case without SIC capability.

Theorem 2. The UL ergodic rates (in b/s/Hz) of the useful UE i in the FD and

HD small-cell networks over two resource blocks are given by

G 0 1+7
N
w—Ky (—S) dl’l B )
( n;) { py dsnexp( 507 ) Lyuals ],?du[s] 7ils] pa
Pu
- dyrexp (—mAqr?) dr (3.13)
and
HD 27[1{1 < e ] Nu—Ku (—S)n d"
- o Jo I+vy ,,;b n! ds" xp (90, )guu[s] s=22
Pu
- dyrexp (—mAyr?) dr (3.14)
where
2 2 spy
p%;l,u[S] = exp <—7IKM)Ldr2 (zFl (1 . 01— a;—’%) — 1)) (3.15)
and
_ 2D(1-3)T(Ka+3)
éﬂlldu [s] =exp (—ﬂ?td (spa) (K, (3.16)
and
.i”;[] (1+s5pg0)~ " (3.17)

Proof: See Appendix B.

Remark 3. The Rician fading distribution parameters ¢ and v in the residual

SI expression in (3.17) can be tuned by design or measurements to capture the SI
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cancellation capability at the BS side. For example, v = 0 and yu = 0 correspond to
perfect SI removal and non NLOS SI, respectively.

Remark 4. The derivatives of the interfering terms LT functions required for
the calculation of the ergodic rates in the Theorems 1-2, which arise as a result of
multi-antenna communications, can be readily computed through applying the Faa

di Bruno’s formula [113].

3.2.2 Passive Eavesdroppers

Next, we derive explicit expressions for the ergodic rates of the most malicious
passive EDs in the DL and UL. Note that in this case the EDs act independently (do
not exchange information).

Theorem 3. The DL ergodic rates (in b/s/Hz) of the most malicious passive ED

v in the FD and HD small-cell networks over two resource blocks are given by

2~
CFD _ /
VT ) o T4y

(1 —exp (—2%&6 /000 [exp (—scvz) oiﬂlg,d [s]‘i”]g,d [s]} el dr)) dy (3.18)

§= Pa

and
cHb — ! /mL 1 —exp | —27A, /Do [exp (—s0?) fdd[s]] rdr| | dy
! In(2) Jo 1+7y “Jo VL S:%
(3.19)
where
2T (1-2)0 (K + 2)

Zyaals] = exp (—m (spa)® PR (3.20)

and

%3,4 [s] =exp (—nKuld (spu)% r (1 — a) r <1 + a)) ) (3.21)

Proof: See Appendix C.

47



Theorem 4. The UL ergodic rates (in b/s/Hz) of the most malicious passive ED

c in the FD and HD small-cell networks over two resource blocks are given by

CED:L/MLX
In(2) Jo 1+y

(1 —exp (—271')»6 /oo {exp (—s0?) Lpa[s]L [s]} pa dr)) dy
0 g §=

c — i
Pu

(3.22)
and
L P (o [ oo (o) 2]
C, _ln(Z)/o 1+?’<1 exp( 2%/18/0 {exp ( sGC),i”,C? [s]}s_}gurdr>)dy
(3.23)
where
2 2 2
5] = exp (—nl(u/ld (spu)@T (1 - &) r (1 + E)) (3.24)
and
2T (1-2)T(K;+ 2
.5%1,” [s] = exp (—ﬂld (spa)@ ( (){—?(Kd() d O‘)> . (3.25)

Proof: See Appendix D.

3.2.3 Colluding Eavesdroppers

The ergodic rates of the most malicious colluding EDs in the DL and UL are derived
next. The cooperating EDs in this case form a distributed antenna system [108,109].
Note that most previous studies of randomly-located colluding EDs such as [60]
are carried out for single-cell HD systems, where the EDs do not experience any
interference. In the case of multi-cell FD systems with randomly-located colluding
EDs, the analysis becomes significantly more challenging as one needs to account

for the impact of MI in both the DL and the UL.

Theorem 5. The bounded DL ergodic rates (in b/s/Hz) of the most malicious
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colluding ED v in the FD and HD small-cell networks over two resource blocks are

given by

47751 Pd
FD e 1-a
G- < n2)y(1+7) / / / exp (—so;) [ ].,2”13,4 [s] ds dr dy

(3.26)

and

277:), pd
HD e 1—
T y(1+7) / / a/ exp SG ]g,d [s] ds dr dy. (3.27)

Proof: See Appendix E.

Theorem 6. The bounded UL ergodic rates (in b/s/Hz) of the most malicious

colluding ED c in the FD and HD small-cell networks over two resource blocks are

given by
4 7Le "
CfD_ 7[ p // 10‘/ exp ( SG [].Zdu[]dsdrdy

(3.28)

and

2 er’u
CHD_lrl ﬂllijy// 10‘/ exp (—s0; ) Zyua(s] ds dr dy.

(3.29)

Proof: The proof follows from a similar approach to that in Appendix E.

Remark 5. The parameter ry in the colluding EDs ergodic rate expressions from
Theorems 5-6 represents the guard region distance required to satisfy the secrecy

non-outage condition.

The expressions developed in Theorems 1-6 can be readily used to obtain the
different SEs required in the calculation of the PHYLS performance via two-fold

integral computations. This is in line with the state-of-the-art results on stochastic
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geometry-based SE analysis of large-scale wireless networks in the literature [101].
Although there is no well-known method to simplify these SE expressions fur-
ther, the proposed theoretical framework provides significant advantages in terms
of computational complexity versus the MC simulations.

It should be noted that the results from chapter can be viewed as an extension
of the previous chapter in that we have added MIMO capability and colluding sce-
narios in the analysis. By setting the number of BS antennas to one, the results
would be the extension of the previous chapter covering both passive and colluding

eavesdropping cases.

3.3 Numerical Results

In this part we investigate the PHYLS performance of FD and its HD counterpart
in presence of both colluding and non-colluding EDs. The spatial density of the
small-cell BSs is set to be A(4) = % per km?. The (per-user) BS and UE transmit
powers are kept fixed at p; = 23 dBm and p, = 20 dBm, respectively. The noise
spectral density at all receivers is —170 dBm/Hz and the total system bandwidth is
W =10 MHz. The MC simulations are obtained from 20 k trials in a circular region
of radius 10 km.

The results are taken over two resource blocks. In the FD small-cell network,
the DL and UL run simultaneously, whereas in the HD small-cell network, the DL
and UL occur over different resource blocks. Furthermore, in the FD system, we
take into account different interference cancellation schemes. In particular, in the
DL, we consider the cases with and without SIC capability at the UE side. More-
over, in the UL, we capture the performance under different perfect SI cancellation

and NLOS residual SI with a variance of —55 dB [5].

3.3.1 Impact of the Number of Base Station Antennas

3.3.1.1 Passive Eavesdroppers

We study the impact of the number of small-cell BS transmit and receive antennas
on the small-cell network DL and UL PHYLS performance under a Poisson field

of passive EDs in Fig. 3.1. It can be observed that in all cases, the ergodic secrecy
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rate always increases in the number of antennas. This is due to the improved array
gain from multi-antenna communications, and hence, stronger useful signal power,
whilst the interference level remains the same. Furthermore, the FD over HD small-
cell network PHYLS performance gain always increases in the number of antennas.
In point of fact, even with SIC capability and perfect SI suppression, only negligible
FD versus HD improvements in ergodic secrecy performance can be achieved when
the small-cell BSs are equipped with a few antennas. This trend highlights the
essential role of MIMO in harnessing the full potential of FD technology through
enhancing the system robustness against the increased interference level versus that
in the HD operation [114,115].

The presence of significant residual SI (e.g., variance > —30 dB), would typi-
cally result in secrecy outage (even when the number of antennas is relatively large).
The current SI cancellation capabilities can achieve orders of magnitude greater
cancellation (e.g., in the range 60 — 100 dB [12]), hence, the FD operation is cer-
tainly feasible. It is important to note that in such cases the impact of residual SI
becomes negligible compared to the MI [17], [107]. It may be useful to note that
to achieve higher FD versus HD PHYLS performance gains in the UL, the transmit
power of the small-cell BSs should be reduced. It can be observed that the MC

simulations confirm the validity of our theoretical findings in Theorems 1-4.

3.3.1.2 Colluding Eavesdroppers

Next, the impact of the number of small-cell BS transmit and receive antennas on
the small-cell network DL and UL PHYLS performance under a Poisson field of
colluding EDs is depicted in Fig. 3.2. Similar to the case of passive EDs, increasing
the number of antennas always results in higher ergodic secrecy rates, as well as
greater FD versus HD PHYLS performance gains. Furthermore, our findings indi-
cate that the relative FD versus HD ergodic secrecy rate gain can be considerably
higher in the case of colluding EDs. The reason is because each cooperative ED
experiences added interference (i.e., MI) in the case of FD operation which in turn

degrades the colluding EDs’ combined SINR.

It is important to note that the case of collusion represents the absolute worst-
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case scenario in terms of PHYLS performance. As a result, unless the EDs’ spatial
density is set to very small values (relative to the BS deployment density), the small-
cell network experiences secrecy outage with high probability. It is important to
note that the MC results from Fig. 3.2 confirm the validity of our theoretical findings

in Theorems 1-2 and Theorems 5-6.
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3.3.2 Impact of the Number of Users

3.3.2.1 Passive Eavesdropping

We investigate the impact of the number of users served per resource block on
the small-cell network DL and UL PHYLS performances under a Poisson field of
passive EDs in Fig. 3.3. The results indicate that the per-user ergodic secrecy rate
performance in all systems always decreases in the number of UEs served per cell.
On the other hand, it should be noted that the corresponding ergodic area secrecy
rate (e.g., A4K;S, (b/s/Hz/km?), in the DL) increases with higher number of users
served per resource block. The reason is that with greater K; and K, respectively,
the DL and UL array gains are decreased due to the linear ZF beamforming. In
addition, increasing K; and K, results in higher MI in the UL and DL, respectively.
As a result, it can be inferred that the FD versus HD small-cell network PHYLS
performance gain decreases as we increase the number of DL and UL UEs served
per cell. Intuitively, if we keep K, fixed, increasing K, results in higher FD versus
HD DL ergodic area secrecy rate (and vice versa). In addition, it should be noted
that the importance of effective interference cancellation is heightened in the case

of FD small-cell BSs serving more UEs, such to avoid secrecy outage scenarios.

3.3.2.2 Colluding Eavesdropping

In Fig. 3.4, we study the effect of the number of users served per resource block
on the small-cell network DL and UL PHYLS performances under a Poisson field
of colluding EDs. The trends previously highlighted in the case of passive PPP-
based EDs also apply here. In particular, increasing the number of UEs served
per cell deceases the per-user ergodic secrecy rate and increases the area ergodic
secrecy rate, respectively. Also, in the case of large-scale ED collusion, the FD over
HD small-cell network PHYLS performance gain decreases if we simultaneously
increase the number of DL and UL UEs served per cell. On the other hand, for
a given number of UL UE:s in a cell, increasing the number of DL UEs served per
resource block results in higher relative FD versus HD DL ergodic secrecy rate (and

vice versa).
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3.3.3 Impact of the Eavesdroppers’ Density

3.3.3.1 Passive Eavesdroppers

Next, we proceed by investigating the impact of the EDs’ spatial density on the
small-cell network DL and UL PHYLS performances under a PPP-based abstrac-
tion model of passive EDs in Fig. 3.5. As expected, it can be observed that the
ergodic secrecy rate decreases in all cases in the ratio of ED over BS deployment
densities. Moreover, increasing the spatial density of the EDs enhances the FD
versus HD small-cell network PHYLS performance gain. This is because while
the stronger ED channel capacity degrades the ergodic secrecy rate values, the re-
spective rate of decrease in the PHYLS performance is higher in HD versus FD
small-cell networks as a result of the extra interference experienced by the EDs in
the latter system. As previously highlighted, the relative FD versus HD UL ergodic
secrecy gain can be increased through reducing the transmit power of the small-cell

BSs.

3.3.3.2 Colluding Eavesdroppers

Finally, the effect of EDs’ spatial density on the small-cell network PHYLS per-
formance in the presence of a Poisson field of colluding EDs is depicted in Fig.
3.6. We can observe similar trends to those highlighted in the case of passive EDs.
In particular, the PHYLS performance benefits in all cases from smaller ED PPP-
based deployment density. Moreover, the underlying FD versus HD gains in terms
of ergodic secrecy rate increases with larger values of A, up to the point in which
the system experiences secrecy outage. In addition, as previously highlighted, the
UL PHYLS performance in the FD small-cell network is particularly susceptible to
interference. Hence, enabling multi-antenna communications and interference can-
cellation capabilities is essential towards avoiding secrecy outage scenarios in the

UL.
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In Fig. 3.1 - Fig. 3.6, it is important note that in our defined system model,
we consider the optimum scenario for EDs (the aggregation of all of their signals
perfectly) which means the affect of colluding EDs on ergodic secrecy rate is much

more significant than the case of passive EDs.

3.4 Conclusions

In this chapter we provided a stochastic geometry-based framework for the study
of PHYLS performance in multi-cell FD small-cell networks. Similar to the pre-
vious chapter, the locations of the BSs, equipped with multiple antennas, and UEs
were captured using the PPP-based abstraction model. The small-cell network was
considered to be overlaid with a Poisson field of EDs, with both scenarios of inde-
pendent as well as cooperative eavesdropping under consideration. By leveraging
on the tools from applied probability theory, we derived explicit expressions for
the ergodic secrecy rates with closed-form LT functions for the useful and inter-
ference signals statistics. With the aid of the proposed analytical model, and MC
simulations, we drew network design insights concerning the ergodic secrecy rate
performance. In particular, the findings highlighted that significant improvements
in PHYLS performance can be attained by enabling FD functionality at the BS
side, particularly, in conjunction with multi-antenna communications and interfer-
ence cancellation schemes. In the next chapter by means of curve-fitting techniques,
we derive closed-form expressions in certain cases of interest for special cases of
interests.

The work presented in this chapter can be extended in a number of ways. One
promising approach is to look at non-linear MIMO schemes beyond zero-forcing
such to improve the ergodic secrecy rates of the full-duplex small-cell deployments.
Power allocation and user selection are also interesting areas which can be looked

at and exploited towards improving upon the results of this chapter.
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Chapter 4

Explicit Expressions of Key
Performance Indicators using

Machine Learning

It can be readily observed that the expressions of the key performance indicators
developed in the previous chapters do not admit closed-forms for general settings
of system parameters. These semi-analytic expressions are fundamentally impor-
tant for radio design and deployment as they make it possible to generate results
and draw insights within a matter of minutes. Without these, one has to resort
to the significantly more computationally-complex system-level simulations which
depending on the choice of system parameters may require running times of several
weeks or more. On the other hand, there is value in achieving explicit closed-form
expressions for the sake of accessibility making it easier to generate results and

identify the performance trends.

In what follows, we set out to generate explicit closed-form expressions of the
key performance indicators using tools from machine learning. Specifically, we
apply supervised learning-based non-linear curve-fitting techniques to large sets of
(exact) theoretical data in order to obtain some explicit closed-form approximations
for the different ergodic rates and ergodic secrecy rates under consideration. We
accordingly provide goodness of fit measurements in terms of R-Squared (R?) and

estimated variance (Var). The validity of the developed closed-form formulas will

62



be assessed by direct comparison against the empirical data.

4.1 Special cases for BSs with MIMO

The following results are obtained for the special case where each multi-antenna
small-cell BS serves a single UE per resource block in each DL/UL direction. This
assumption is made for the sake of simplifying the non-linear curve-fitting opera-
tion. Towards the end of this chapter, we elaborate on the exact reasoning and chal-
lenges concerned with deriving similar results for the case of multi-user MIMO.
However, it should be noted that the single-user MIMO transmission technology is
widely employed for FD small-cell BS deployment in the literature [17]. In fact,
most state-of-the-art massive MIMO panels in current 5G deployments provide
single-user beamforming only. Further, the results are obtained for interference-
limited environments, an assumption that closely captures the real-world propaga-
tion environments for small-cell deployments.

Corollary 1. Consider the special case with Ny =N, =N, K; =K, =1, pg =
Pu, & =4, 65 = GMZ = 0. The DL ergodic rates (in b/s/Hz) of the useful UE o in the
FD (with different SIC capabilities) and HD small-cell networks over two resource

blocks are approximated by

CPP ~2.78log (1+1.55N), (w/SIC,R*> ~0.9,Var~2.00x 1073)  (4.1)
PP ~2.33log(1+1.3N), (w/oSIC,R>~0.9,Var~6.41x107%)  (4.2)

CIP ~ 1.43log (1 +3.4N), (R*~0.9,Var~2.65x107%). (4.3)

Remark 1. The results from Corollary I indicate that a significant gain in the
FD DL ergodic rate can be achieved through reducing the MI level using SIC.

Corollary 2. Consider the special case with Ny =N, =N, K; =K, =1, p; =
Pu, O =4, Gj = Guz = 0. The UL ergodic rates (in b/s/Hz) of the useful UE i in
the FD (with different residual SI) and HD small-cell networks over two resource

blocks are approximated by

CP ~2.33log(1+1.3N), (w/oSI,R*~0.9,Var~ 6.41 x 1073) (4.4)
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CfP ~2.311og(14+1.3N), (w/NLOS SI,R* ~ 0.9, Var ~ 6.59 x 1073) (4.5)

CHP ~ 1.43log (1 +3.4N), (R*~0.9,Var~2.65x107%). (4.6)

Remark 2. We observe based on the results from Corollary 2 that the FD
UL ergodic rate performance is largely limited by the MI as there is only a small
difference in performance between the different perfect SI cancellation and NLOS

SI cases.

Corollary 3. Consider the special case with Ny =N, =N, K; =K, =1, pg =
Pus O =4, 63 = GMZ = 0. The DL ergodic rates (in b/s/Hz) of the most malicious
passive ED v and UL ergodic rates (in b/s/HZ) of the most malicious passive ED ¢

in the FD and HD small-cell networks over two resource blocks are approximated

by

CtP = P ~ 510g (1+0.554,), (R*~0.9, variance ~5.31 x107%) (4.7

P — D ~ 310g (14+0.94,), (R*~0.9, variance ~2.85x 107°).  (4.8)

Remark 3. The results from Corollary 3 indicate that in the case of passive
EDs, the ergodic rate of the most malicious ED increases only logarithmically in

the EDs’ spatial density.

Corollary 4. Consider the special case with K; = K, = 1, p; = pu, & = 4,

Gd2 = 62 = 0. The DL ergodic rates (in b/s/Hz) of the most malicious colluding ED
v and the UL ergodic rates (in b/s/HZ) of the most malicious colluding ED c in the

FD and HD small-cell networks over two resource blocks are approximated by

Ao . _
CfD = CED ~ 42—, (R2 ~ 0.9, variance ~ 7.40 x 10 4) 4.9)
o
A .
C?D =P~ 84—;, (R? ~ 0.9, variance ~2.70 x 10~4). (4.10)
r
0

Remark 4. We observe based on the results from Corollary 4. that in the case
of colluding EDs, the ergodic rate of the most malicious colluding ED increases

linearly in the EDs’ spatial density.
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Note that the logarithmic versus linear behaviour of the most malicious ED
ergodic rate in the EDs’ spatial density under passive (Remark 3) and colluding
(Remark 4) eavesdropping can be attributed to their corresponding SINR formula-

tion (i.e., max(.) versus Y (.) functions).

Corollary 5. Consider the special case with N;y = N, =N, K; = K, = 1,
Pd = Pu, O =4, 65 = Guz = 0. The DL ergodic secrecy rate (in b/s/Hz) of the
useful UE o with respect to the most malicious passive ED v in the FD (with dif-
ferent SIC capabilities) and HD small-cell networks over two resource blocks are

approximated by

SFD — [2.55log (1 +2N) —2.1A,]", (W/ SIC,R* =~ 0.9, Var ~ 1.40 x 102)
(4.11)

SFD — [21og (14-2N) —2.1A,]", (w/o SIC,R* ~ 0.9, Var ~ 1.47 x 102)
(4.12)

SHD — [1.410g(143.6N) —2.14,]", (R*~0.9,Var~1.16 x 1072). (4.13)

Corollary 6. Consider the special case with Ny =N, =N, K; =K, =1, pg =
Pu, ¢ =4, Gj = 62 = 0. The UL ergodic secrecy rate (in b/s/Hz) of the useful UE
i with respect to the most malicious passive ED c in the FD (with different residual

SI) and HD small-cell networks over two resource blocks are approximated by

SID — 2log (14+2N) —2.1A]",  (wW/o SL,R*~0.9,Var~ 1.34 x 1072) (4.14)
SFD —[1.941og (1 +2.2N) —2.1A,]", (w/ NLOS SI,R* ~ 0.9, Var ~ 1.47 x 102)
(4.15)

SHD — [1 4log (1+3.6N) —2.1A.]", (R>~09,Var~1.16x1072).  (4.16)

Corollary 7. Consider the special case with Ny =N, =N, K; =K, = 1,
Pd = Pu, O =4, 63 = 63 = 0. The DL ergodic secrecy rate (in b/s/Hz) of the
useful UE o with respect to the most malicious colluding ED v in the FD (with dif-

ferent SIC capabilities) and HD small-cell networks over two resource blocks are
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approximated by

- A{e_ + )
S0 = |2.5log (1+2.2N)—42=| ,  (w/SIC,R*~ 0.9, Var ~ 6.40 x 10~?)
L o |
(4.17)
- A‘ - + )
S50 = |1.91og(1+2.5N) —42= |, (wlo SIC,R* ~ 0.9, Var ~ 6.41 x 10?)
L o |
(4.18)
Ae]" .
SyP = |1.41og(1+3.6N) -84~ | |, (R*~0.9,Var~8.25x107%).  (4.19)
o

Corollary 8. Consider the special case with Ny =N, =N, K; =K, =1, pg =
Pu, 6 =4, Gﬁ = 63 = 0. The UL ergodic secrecy rate (in b/s/Hz) of the useful UE i
with respect to the most malicious colluding ED c in the FD (with different residual

SI) and HD small-cell networks over two resource blocks are approximated by

- A’ + ]
SFD — 11.910g(1+2.5N) —42—5} . (w/o SLR* = 0.9, Var ~ 6.41 x 102)
¥,
L 0

(4.20)

- A{e + )
ST — | 1.910g (1 +2.45N) — 42—2} ,(w/ NLOS SI,R?> ~ 0.9, Var ~ 6.44 x 10~?)
L o

4.21)

SHD — 11.41og(1 +3.6N) — 84%} +, (R2~0.9,Var~825x1072).  (4.22)
0

Remark 5. The results from Corollaries 5-8 indicate that the DL and
UL FD (w/o SI and w/ NLOS SI) over HD ergodic secrecy rate gains under
both passive and colluding eavesdropping are always greater or equal to one
(with N > 1 and A, > 0) - in other words, the FD operation always achieves
an improved or equivalent PHYLS performance versus the HD counterpart.
Whilst the system experiences secrecy non-outage, increasing the number of small-
cell BS antennas (N — +o0) always enhances the DL and UL FD over HD ergodic
secrecy rate gains. Further, the corresponding impact of the EDs’ spatial density

can be described as follows. As A, — 0 (no eavesdropping), the DL and UL FD
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over HD ergodic secrecy rate gains tend to the DL and UL FD over HD ergodic
rate gains. Increasing A, from zero to A continuously enhances the DL and UL FD
over HD ergodic secrecy rate gains, where A represents the critical point where
the system experiences secrecy outage. With A, > A}, the DL and UL FD over
HD ergodic secrecy rate gains tend to one. Note that the value of A} depends on
the interference cancellation capabilities as well as the number of small-cell BS

transmit/receive antennas.

In order to demonstrate the validity of the approximate expressions within
Corollaries 1-8 versus the (exact) theoretical data, we provide some numerical ex-

amples in Appendix F.

4.2 Numerical Results

In this section, we assess the validity of the proposed machine learning-based ex-
plicit closed-form expressions by comparing against empirical data. We will pro-
vide numerical results for all expressions developed in Corollaries 1-8 capturing
the different scenarios of interest under consideration. For sake of simplicity, the
number of BS antennas in both UL and DL is equal N; = N, = N. The number of
served UEs in the UL and DL also considered to be equal K; = K,, = 1. Moreover

the noise is assumed to be zero and path loss component o = 4.

4.2.1 Impact of Number of Antennas on Ergodic Rate

In Fig. 4.1, we present the ergodic rate performance of the intended DL and UL UEs
versus different number of small-cell BS antennas for the special case described
in Corollaries 1-2. As expected, we can observe that in both cases of UL and
DL, the ergodic rate at the receiver increases with number of antennas. Moreover,
applying SIC scheme, significantly improves the ergodic rate in case of DL while
SI cancellation in UL does not have a major effect. Furthermore, comparing the
dotted line with the solid line, we can see that our closed-form approximations of

the ergodic rate, almost overlap the empirical data in all cases.
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Figure 4.1: Ergodic rates of the intended DL and UL UEs versus the number of
small-cell BS antennas. System parameters are: K; = K, = 1, 62 =
c?=0,a=4.
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Figure 4.2: Ergodic rates of the most malicious DL and UL EDs versus the EDs’
spatial densities. System parameters are: ryp = 5 m (in case of collu-
sion), K; = K, = 1,632662:0, o =4,
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4.2.2 Impact of Density of EDs on EDs’ Ergodic Rate

Thereafter, we look to depict the ergodic rate performance of the most malicious
DL and UL EDs versus different EDs’ spatial densities in Fig. 4.2. The results
are obtained considering passive EDs as in Corollary 3, and colluding EDs as in

Corollary 4, respectively.

As we expected, our results indicate that by increasing the density of EDs, the
ergodic rate of EDs also improves. This trend is appeared to be much sharper in case
of colluding EDs as there are more EDs collaborating for eavesdropping the chan-
nel. Similar to before, we can also observe from the graph that our approximation

is closely overlapped with the empirical data.

4.2.3 Impact of Number of BS Antennas on Secrecy Rate

The DL and UL ergodic secrecy rates in the FD and HD small-cell networks in the
presence of a Poisson field of passive EDs under the system parameters described
in Corollaries 5-6 are depicted in Fig. 4.3. Finally, the corresponding PHYLS per-
formance in the presence of PPP-based colluding EDs for the special case described

in Corollaries 7-8 is shown in Fig. 4.4.

Considering the same parameters as before, in addition to a fixed density for
EDs we can observe that in all cases, increasing the number of BS antennas im-
proves the secrecy rate due to a better array gain at the receiver. Moreover, remov-
ing any interference at the eligible receivers also has a positive affect on the ergodic
secrecy rate. As elaborated in the previous chapters, our results confirm that FD op-
eration mode has a better performance than HD in terms of secrecy rate due to the
EDs suffering from extra interference. Furthermore, all of our figures confirm the
closeness of the derived closed-form approximations to the empirical data which

leads to a great simplicity for generating results and drawing design insights.

The numerical examples provided in this Appendix confirm the validity of the

approximate expressions in Corollaries 1-8. |
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Figure 4.3: Ergodic secrecy rate in the presence of a Poisson field of passive EDs
versus the number of small-cell BS antennas. System parameters are:
c=10%km 2 K;=K,=1,062=02=0?=0?=0.
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Figure 4.4: Ergodic secrecy rate in the presence of a Poisson field of colluding EDs
versus the number of small-cell BS antennas. System parameters are:
Ae=10"*km 2, rg=0.1m, K; =K, =1, 62 = 62 = 6? = 62 =0.
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Figure 4.5: HD small-cell network DL SE performance with multi-user MIMO.
Observe that the results are three-dimensional in the number of BS an-
tennas (top axis), number of users served per resource block (bottom
axis), and SE (left axis).

4.2.4 Non-Linear Curve-Fitting for Multi-User MIMO

The results from the previous chapters of this thesis were developed for the general
case of multi-user MIMO. As highlighted in the beginning of this chapter, here, we
have focused on the case of single-user MIMO for deriving closes-form expressions.
In this section, we elaborate further on the exact reasoning and challenges concerned
with deriving similar set of findings in the more general case of multi-user MIMO
communications.

Consider the DL SE performance (left axis) of a HD small-cell network in Fig.
4.5, where the number of transmit antennas at the BS ranges from 1 to 100 (top
axis), and the number of users served per resource block ranges from 1 up to the
number of transmit antennas (bottom axis). In Fig. 4.6, we provide similar results,
however, for the case where the number of users is fixed to one. When applying
non-linear curve fitting techniques to the data in Fig. 4.6, we can obtain a highly
accurate fit (given the data is a function of the number of antennas only). However,
doing a similar task to the three-dimensional data in Fig. 4.5 is significantly more

complicated. In spite of our best efforts, we could not obtain a general tractable
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Figure 4.6: HD small-cell network DL SE performance with single-user MIMO.
Observe that the results are two-dimensional in the number of BS an-
tennas (bottom axis) and SE (left axis).

numerical fit with acceptable goodness of fit measures for the data in Fig. 4.5. As
expected, the underlying variance between empirical versus fitted data was even
worse for the case of FD small-cell network (e.g., with each FD MIMO small-cell

BS serving multiple users in the DL and UL simultaneously).

4.3 Conclusions

In the previous chapters, we provided explicit semi-analytic expressions for secrecy
rates capturing a wide-range of small-cell deployments with both full-duplex and
half-duplex operations. These, albeit most useful for radio design and deployment,
do not admit closed-forms for arbitrary system parameters. Therefore, in this chap-
ter, we utilised tools from supervised machine learning in order to derive explicit
closed-form approximations for the different key performance indicators. Specif-
ically, we employed non-linear curve-fiting techniques on an extensive number of
theoretical data points to achieve accurate closed-form approximations for the key
performance indicators. Furthermore, in each case, we measured the goodness of
fit of our model by two different parameters of R? and Var. To further assess the

validity of the developed expressions, we provided numerical comparisons against
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empirical data for all developed expressions and demonstrated the high accuracy of
our results. The findings of this chapter greatly facilitate generating performance
curves and identifying the bounds, trade-offs, and trends concerning the physical
layer security of small-cell networks under both full-duplex and half-duplex modes
of communications.

The work presented in this chapter can be extended in a number of ways. One
immediate extension would be to extend the developed results for the case of multi-
user MIMO. Also, other supervised learning techniques, in particular deep learning,

can be used to derive more accurate expressions for the key performance indicators.
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Chapter 5

Conclusions

With the rapid increase of data traffic, the role of small-cell networks and accord-
ingly their vulnerability to attacks became significantly important. Previously, se-
curity was addressed in higher layers through various cryptographic approaches.
However more recently, PHYLS is featured as an additional and inexpensive factor
for enhancing security. On the other hand, in order to account for this traffic growth,
various concepts such as FD (transmitting data at the same time and frequency) and
MIMO (employing multiple antennas in the transceiver) are introduced. Inspired
by above, this work was dedicated to investigate the performance of PHYLS in
small-cell cellular networks that are operating in FD mode with both single and
multiple antennas. We considered a field of BSs, UEs and (passive and colluding)
EDs and mathematically modelled them with assist of Stochastic geometry tools
which closely captures the real characteristics of the network. Furthermore, we

applied MC simulation to confirm validity of our mathematical results.

Accordingly, we first investigated the PHYLS performance in a large-scale FD
cellular network where both BSs and UEs operate in FD mode. The locations of
the nodes were assumed to follow an independent stationary PPP where FD EDs
are equipped with single-antennas and operate independently. We applied a cellular
association strategy based on the strongest received SINR which is equivalent to
the closest transmitter-receiver distance for a single-tier deployment. In our analy-
sis all the channel gains including interferences, were assumed to follow Rayleigh

distribution, apart from residual SI which is Rician with predefined parameters. Fol-
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lowing these assumptions, we modelled the SINR in DL at the intended UE, and its
associated BS in UL. The interference channels were defined and their LT functions
are given in Appendices. Moreover, two other factors were introduced in order to
compensate for the affect of interferences. In the SI case, the receiver was assumed
to be enabled with SI cancellation capability. On the other hand, a guard region
of a certain radius was considered to mitigate the coming interference from other
cells and transmitting nodes. Next, considering the closest ED to the transmitter
and using Shannon capacity theorem, the average secrecy rate in both UL and DL
were derived by subtracting the received rate at ED from the eligible receiver. Ac-
cordingly, the impact of ED’s density in compare with BS’s density was analysed
in both FD and HD mode. The affect of SI cancellation and SIC is also studied
through tuning the defined guard region. Our findings illustrates that in a small-cell
cellular network where each FD BS serves one UE per resource block, particularly
in DL, has increasingly higher secrecy rate over its HD counterpart. Moreover, we

showed that this trend is in fact very similar for FD and HD UEs.

The results from chapter 2 builds the fundamentals for the next part of our re-
search which is explained in chapter 3. Here, considering the HD UEs in the DL,
we extended our work to the scenario where BSs are equipped with multi-antennas
and are able to communicate with several UEs simultaneously. The ZF beamform-
ing is applied to surpass interference. Considering similar assumptions as chapter
2, we mathematically modelled SINR and derived expressions of average received
rate in UL and DL. We have also taken into consideration both cases where EDs do
not cooperate as well as the case where they optimally combine their information.
Then we studied the influence of number of antennas in the BS, density of UEs, and
density of EDs, in both scenarios of colluding and non-colluding EDs. Our find-
ings show that in presence of passive EDs, the ergodic secrecy rate improves with
the number of antennas in the BS particularly in the case of FD compared with its
HD counterpart. In fact, by applying SIC and SI cancellation techniques, MIMO
technology will significantly improves PHYLS performance which highlights the

essential application of MIMO in cellular networks. This performance gain is even
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higher in case of colluding EDs which is considered in its worst case, due to the
extra interference that each ED experiences. On the other hand, we showed that
the number of UEs that each BS serves in one resource block is negatively related
to PHYLS performance. In other words, in both cases of UL and DL, increasing
the number of simultaneously served UEs decreases the PHYLS. Moreover, simi-
lar to the previous chapter, the density of EDs in compare with BSs deployment,
negatively impacts the performance of PHYLS in both cases of colluding and non-
colluding EDs. Moreover, increasing density of EDs, enhances the FD over HD
secrecy gain up to the point where secrecy outage occurs. This trend falls much
sharper in case of colluding EDs. It is important to note that in all scenarios, appli-
cation of SIC and SI cancellation improved PHYLS performance and in almost all

cases, FD shows a better performance than HD in terms of PHYLS.

In spite of the valuable results that we derived in the previous chapters, it is not
mathematically tractable to derive closed-form expressions for the key performance
indicators for general settings of system parameters. Therefore, we dedicated the fi-
nal chapter to derive closed-form approximate expressions for the key performance
indicators in certain special cases of interest. We applied tools from machine learn-
ing, in particular non-linear curve-fitting techniques to a great set of theoretical data
to achieve closed-form approximations for key performance indicators, including
spectral efficiencies and secrecy rates, and we finally introduced two parameters to
evaluate the fitness of our model: R-squared and estimated variance. We demon-
strated the closeness of these developed closed-form expressions for all cases under

consideration against empirical data.

The findings presented in this work can be extended and exploited in a number
of ways. In terms of future research directions, there are many extensions, includ-
ing looking at spectrum sharing and use of unlicensed bands. Naturally, operation
of small-cells, in particular in full-duplex mode, requires close coordination for
mitigating and managing interference. Machine learning and artificial intelligence
will mostly likely play an important role towards facilitating dense deployments

of small-cells and hence are promising areas for extension of this work. From a
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practical perspective, in conjunction with continuing deployment of 5G networks
worldwide, security is becoming an increasingly important aspect. Physical layer
security has so far not received the attention that it deserves, particularly in terms of
standardisation within 3GPP. This trend will surely change in the next releases of
5@, and to this end, development of proof-of-concepts and testbeds would greatly
assist with understanding the fundamentals of physical layer security and its role in

networks of the future.
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Appendix A

Appendix A

Al

The ergodic rate considering FD BSs and UEs for the user o in the DL per resource

block can be calculated using

CPP=E [1og2 (1+ yFD)}

o | — r}/]
'}/o‘rbg r
1+r}/ dy(@rbo[ ]dr
(A1)
where
FVUFDIrb‘,U:r[V] = Pr [VSD <Y|rpo= r}
o
=1—Pr |:gb,o > (Ig’vd+lg7d+1370+og>]
Pd
Ql-{CXp( )gdd[s]o%ud[]goo[s]}:ﬂ (A.2)

Pd

with (i) follows from the fact that g, , ~ exp(1). Hence, we arrive at (3.9).

The LT function of the inter-cell interference at the reference UE in the DL o

is given by
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glg’d (S) = E¢d7gl,0 [exp <_S Z pdgl'/orlvoa)]

le¢a\{b}

I E, [ <—spdgl,0r,;a>]]

l€¢q\{b}

(i) _ o1

= exp( 2n/1d/r (1 1 Spdxa)xdx>

(i) B ’ _2. _2._spd B

= exp( ﬁﬂ‘d}’ (2F1 (1, —a,l _OC’ —ra ) 1)) (A3)

where (i) follows independence property of PPP and uncorrelated channel con-

()
= Eg¢,

ditions [80], (if) is obtained by applying the probability generating functional
(PGFL) of a PPP and converting from Cartesian to polar coordinates [116], and
(iif) is written by applying the integral identity [** <1 — (14 ﬁx’a)_K) xdx =
§ <2F1 (—%,K;l — %;—%) — 1).

Using a similar approach to that in the above, the LT function of the MI at the

reference UE in the DL o is given by

c%g,d (S) = ]E¢u7gk,o [exp <_S Z pugk,n’%g)]

keg,

° 1
exp( TAg /é ( l+spux0‘)de)
2 2 spy
_ et (HoF (1,22 = 1 A4
eXP(ﬂdS(zl(,a p ga) )) (A4)

and

Lpoo(s) = (145p,0) %, (A.5)

2

where € can be tuned by design or measurements to capture the SIC capability of

the UEs. Hence, we arrive at Theorem 1. [ |
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A2

Utilizing a similar approach to that in Appendix A, we can arrive at (3.13). More-
over, using a similar methodology, the LT functions of the different UL interfering

UEs at the reference BS are given by

Lypa(s) =B, [exp | =5 ¥ pubiciric !
ke,

o 1
exp( TAq /r ( 1+spux_a>xdx>
2 2 sp
_ YWl U5y 2 [ Py Rl ) R A.6
exp(ﬂdr<21(, p o r“) )) (A.6)

exp (—s Z pdhhl-r““)]
legy

* 1
= exp (—271.'&1/0 (1 — a —1—spdx_°‘)Kd) xdx>

"E/ﬂl,{i’u (S) - E‘Pdvhl,i

2T(1=2)T(1+2
=exp | —mAy (spg)® ( Ol‘)(l)( O‘) ) (A.7)
and
oiﬂ,l;,,b(s) =(1+sps0)7F. (A.8)
Hence, we arrive at Theorem 2. [ |
A3

The ergodic rate of the most malicious passive ED in the DL v per resource block

can be calculated using

1= 1=FPly
" =Ellog, (14+47)] = {135 /0 oy Y (A.9)
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where

Pa8b erl:a
Epolyl =Pr[fP <y]=P T, =
yolr] = Pr(n® <y =Pr [?é%f (157”1 +1 03) y]

Pd8b.elp o (i)
HPr(Idd - <?”¢e)]:

<o, +18+ 0
o -
Pd&b "
exp —2n7Le/ 1=Pr|— ufd S <v||rdr (A.10)
0 L +1," +o;

with (i) obtained using the PGFL of a PPP and converting from Cartesian to polar

=Eg,

coordinates. The probability from the above is given by

1—Pr

N

r—(X
Pd8by < '}’]

r(x
=Pr [g,w S (15’7" + 1 sz)]
Pa
_ {eXp (~562) Lyaa(5)Lyua (s)} - (A.11)
v v s=1"
Pd

Hence, we arrive at (3.18).

The LT function of the inter-cell interference at the most malicious ED in the

DL v is given by

°glf’d (s) = Eoy.g1, [eXp <—s Z Pd&,v’”iﬁ)]

legy

[1Es.., [eXp (_Spdglvvrhvaﬂ]

ledy

@ exp [ — S
_exp( 277:7Ld/0 (1 l-l—spdx_O‘)de)

iii 2 I 1-3)r 1_|_Z
) exp (—md(spd)a ( 0{_)“)( a)> (A.12)

()
= ]E¢d

where (i) follows from the independence property of PPP and uncorrelated chan-
nel conditions, (i) is obtained using the PGFL of a PPP and converting from
Cartesian to polar coordinates, and (iif) is written using the integral identity

Jo™ (1 —(1 +ﬁx_a)7K> xdx = ﬁar(l;é(g(pr%).
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Using a similar approach to that in the above, the LT function of the MI at the

most malicious ED in the DL v is given by

Dg/ﬂl\lj"d (S) = E(ngk,v [exp (-S Z pugk"}rlcu‘(’x)]

ke gy
27 / "1 ! dx
P “Jo 1+ spux—@ x
2 2 2
= exp (—n’)»d(spu)al“(l——>l“<1+—)>. (A.13)
a a
Hence, we arrive at Theorem 3. [ |
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Appendix B

Appendix B

B.1

The ergodic rate (considering FD BSs) for the user o in the DL per resource block

can be calculated using

o 1 —

r —ry]
! Fulo=lt dy 2, [l dr (B.D)

CEP =E [log, (1+ 1P iy

where

ra
FYSDV};‘(;:V[Y] =Pr [y(l):D < ’}/| Tho = r} =1-—Pr |:Gb,0 > Yp—d (I(‘)Ld —}—Ig7d—|—(73):|

. Ny—Ky —g) gn
0, "y {ud (_sog)zd‘d[s]zu,d[s]} (B.2)

n—0 n! ds” I I = yr%
Pd

with (i) written using the identity x"f(x) = (—1)"4 4 .Zf [s] (a property of LT

function). Hence, we arrive at (3.9).

The LT function of the inter-cell interference at the reference UE in the DL o

is given by

Z?g’vd (s) = E4.G1o [eXp <—s Z pdGl:Orl_,f?)]

lega\{b}

()
= E‘Pd

IT Ec, [GXP (—SPdGl,oif oaﬂ

le¢q\{b} ]
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(i) /°° 1
=exp | —27A 1— dx
p( “Jr ( (1+Spdxo‘)K">x )

@) exp (—ﬂldi”z <2F1 <Kd7—§§1_§;_%> _1>> (B.3)

where (i) follows independence property of PPP and uncorrelated channel con-
ditions [80], (if) is obtained by applying the probability generating functional
(PGFL) of a PPP and converting from Cartesian to polar coordinates [116], and
(iii) is written by applying the integral identity [ (1 — (14 Bx_a)_K) xdx =
é (zFl <—§,K; 1— %;—%) — 1).

Using a similar approach to that in the above, the LT function of the MI at the

reference UE in the DL o is given by

20615 o0 (s £ miors )

keq)l,l

*© 1
= —2nK, l——
exp< T ,M,d/g ( 1+spux°‘>de)

2 2 spy
= exp (—nKu),dez (2F1 (1,—5;1—5;—8};)—1)) (B.4)

where € can be tuned by design or measurements to capture the SIC capability of

the UEs. Hence, we arrive at Theorem 1. [ |

B.2

Utilizing a similar approach to that in Appendix A, we can arrive at (3.13). More-
over, using a similar methodology, the LT functions of the different UL interfering

terms for the postcoding of the useful signal at the reference BS are given by

"%iu’u (S) — E¢M>Hk,i eXp —S Z pqu,ir];ia
ke,

o 1
= —2nk, l-—
exp( T ,M,d/r ( 1+spux°‘>de)

2 2 spy
— exp (—nKuldrz(zFl (1,—5;1—5;— r’fx > —1)) (B.5)
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"?}f’l‘ (s) = E¢’dqu,i [eXp (_S Z delJrl,i“)]

l€¢q
— exp <—2mld /Ow (1 -5 —|—spjix_0‘)Kd> xdx>
o[- D)
and
.,zﬂlg,,,, (s) = En, [exp (—spaH;i)] = (1 +5pa0) . (B.7)
Hence, we arrive at Theorem 2. |
B.3

The ergodic rate (considering FD BSs) of the most malicious passive ED in the DL

v per resource block can be calculated using

1= 1-FPl
CyP =E[log, (1+%P)] :1n(2)/0 1fy dy (B.8)

where

Gpory &
Fny[Y]ZPr[ny<y]:Pr[maX< PdYbel )<}/]

144ty 62

PaGpery) &
Pr : <7vlo
I1 ( [Ad L ud e

U 27, / “l1-p Goar ™™ 1) 4 (B.9)
=exp | —27A, —Pr rdr :
0 4y 62

with (i) obtained using the PGFL of a PPP and converting from Cartesian to polar

coordinates. The probability from the above is given by

Gp,r @ o
1 —Pr| 20yl —pr {Gb,v>’i(15”d+ly7d+cf)}
L+ 1" + o2 Pd
= {exp (—SGVZ) glg,d(s)%g,d(s)}szﬂ. (B.10)

Pq
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Hence, we arrive at (3.18).

The LT function of the inter-cell interference at the most malicious ED in the

DL v is given by

”%f’d (s) = E¢d>Gl,v [exp <_S Z pdlevrl,Va)]

leg,

H Eg,, [CXP <—SpdGl,vrf,Va)]]
legy

(ii) o 1
= —27A, / 1-— dx
xp ( “ o < (1 +spdx_0‘)Kd> g )

5 2T(1-2)T(Kg+ 2
) exp (—n?td(spd)a ( ar>(1(d() d “)> (B.11)

()
= E¢d

where (i) follows from the independence property of PPP and uncorrelated chan-
nel conditions, (ii) is obtained using the PGFL of a PPP and converting from

Cartesian to polar coordinates, and (iif) is written using the integral identity

fo°°(1—(1+ﬁx—“)"‘)xdx:ﬁ M elis),

Using a similar approach to that in the above, the LT function of the MI at the

most malicious ED in the DL v is given by

D%él’d (S) = E¢quk,v [exp <_S Z pqu’vrkv‘(}x)]

keq)u
o0 1
= —2nK,A / l—— | xdx
o (2w [ (1 e ) se)
2 2 2
=exp | —mK Ay (spy)eT(1——= |T( 1+ — . (B.12)
a a
Hence, we arrive at Theorem 3. [ |

B4

Utilizing a similar approach to that in Appendix C, we can arrive at (3.22). More-

over, using a similar methodology, the LT functions of the different UL interfering
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terms at the most malicious ED c are given by

%3’” (S) = E(PLHH](.,C [exp <—S Z pqu’Crl;g>]

kE Py

*© 1
= -2 K?L/ l—— | xdx
CXP( TR Ay 0 ( l—f—spux_o‘)x )

2 2
= exp (—ﬂK,JLd (spu) F(l—a) F<1+a)) (B.13)

SIS

and
%g,u (s) = Eg,.H,., [exp (—s Z del,crle)]
legy
exp [ —27A, /oo 1 ! dx
=X — d — X
0\ (I spar @)
2 T(1-2)T(K;+ 2
= exp (—n/'td (spa)®@ ( O{“)(KE) z) : (B.14)
Hence, we arrive at Theorem 4. [ |
B.5

The ergodic rate (considering FD BSs) of the most malicious colluding ED in the

DL v per resource block can be calculated using

1

o 1 _ gFD
CED :]E[log2 (1_,_7‘1}:D)] _ ln(z)/o 1 FYv 7]

1+y

dy (B.15)

where

y PaGh.elyyq oy
ceo, I+ 1 4 62

144

erd +14 4 62

1 —Fyoly] =Pr[y,° > y] =Pr

-
PaGper

rdr
4y 62

: / E [pdGb,vria] [) exp (—SG‘%) "%dyd [S]ag?u,d [S] dsrdr
o y

e
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(Q)mTePd / JA-a / exp (—502) Lygals|Lpals] dsdr  (B.16)
o 0 e v

with (i) is written using the Markov inequality, (ii) follows from applying the
Campbell’s theorem to a sum over PPP and converting from Cartesian to polar
coordinates [116], (iif) is obtained using the approach from [82] for calculating
the moments of SINR, and (iv) is given by taking the average over the ED useful

signal. Hence, we arrive at Theorem 5. [ |
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